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ABSTRACT

The main target of this extended abstract is to give a panoramic view about different approaches to the
concept of complex network’s vulnerability. The study of structural properties of complex networks
(the vulnerability is one of them) has become one of the paradigms of the science of complexity as well
as a fascinating branch of research in applied mathematics, science and engineering, because there are
a wide range of relevant properties and systems in the real world which can be modeled by complex
networks: From Internet to food webs going through fields as disparate as sociology (social networks,
acquaintances or collaborations between individuals), biology (metabolic and protein networks, neural
networks) or technology (phone call networks, computers in telecommunication networks) [2, 6, 13,
23,24, 25,27, 29, 32, 33].

These systems are held to have behavioral and structural characteristics in common, and they can be
studied by using non-linear mathematical models and computer modeling approaches. The interest for
complex networks has certainly been promoted by the optimized rating of computing facilities, and by
the availability of data on large real networks (World Wide Web, cortical networks, citation networks
from Scientific Citation Index).

The study of the structural properties of the underlying network has promoted a revival of network mod-
elling, because this kind of properties are very important not only to quantify the strategic importance
of a node (or a set of nodes) in order to preserve the best functioning of the network as a whole but to
give a sufficiently rich and complete picture of the problem under investigation.

The concept of vulnerability in a network quantifies the capacity of a network to maintain its functional
performance under random damages, malicious attacks or disfunctions of any type. Several different
approaches have been introduced to measure the vulnerability of a complex network (see, for instance
[1,3,8,9, 11, 18, 22, 26, 27]).

Considering that different types of networks and different applications suggest different approaches to
the concept of network’s vulnerability, it is obvious that there exist several ways of measuring the drop
of performance of a network under malicious attacks or random damages, depending on the aspect we
focus on. Some of these approaches are related to the following contexts:



e Network’s connectivity loss (see, for example, [19, 30]). This approach relates the concept of
vulnerability to the loss of connectivity when we remove some nodes and links in terms of po-
tentially disconnecting the network. Under this point of view, the more homogeneous a network
is (i.e., with all the nodes and links playing a similar roll) the more robust that network is. This
approach is particularly interesting for military purposes and military networks or for civilian
networks facing possibly terroristic activity. An alternative approach, under this point of view, is
given in [13, 14, 11, 15].

e Variation of the network performance (see, for example,[18, 22, 25, 26]). This approach relates
the measure of vulnerability of a network G = (X, E) to the fall of its efficiency when a damage
occurs.

e Betweenness’ measures ([3, 4, 10, 12, 30]). This approach attend to the strategic importance of
specific links and nodes in order to preserve the functioning and performance of the network as a
whole.

o Centrality measures ([20, 21]) or percolation theory ([1, 6, 28]).

Each one of these approaches has its advantages and disadvantages, and the most suitable approach
for a specific problem may depends on the size of the network and of the nature of the problem under
investigation. It is important to remark that all of these approaches can be submerged in a general
framework, the (v, p, ¢)-vulnerability, which give us a new perspective and formalism to this concept
(see [17]).

In the following, we will consider a complex network G = (X, E) of n nodes and m links, where X
is the set of nodes and F is the set of edges. If 4, j € X are nodes of G, d;; will denote the geodesic
distance between 7 and j in the network G and n;; is the number of different geodesics that join ¢ and
j.If¢ € Eisalink and v € X is a node, then n;;(v) and n;;(¢) will denote the number of geodesic
that join ¢ and j passing through v and £ respectively.

Definition 1 Let G = (X, E) be a complex network, Y be a subset of ordered pairs of nodes or links
and Z be a subset of nodes or links. If ¢ : Y x Z — [0,400) is a function and p,q € (0, 00), then
we define the (1, p, q)-vulnerability of G as
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Most of the different definitions for the vulnerability of a complex network are particular cases for the
(1, p, q) -vulnerability, as we can see in the following examples (see [17]). If we consider

Y ={(i,j); i#jeX},
Z = X and we take 91 : Y — [0, 1] defined for every i, j,v € X (i # j) by
1 1 1 1 e )
1) dj  (n-D(n-2) d,’ ifi #v # 7,

1/)1(2.7‘7.72}): { 1 1

otherwise,
where d; ; is the geodesic distance in G \ {v}, then the vulnerabilities based on the fail of efficiency
(see [25]) V(G) and Viax(G) are the (31,1, 1) -vulnerability of G and Viax(G) the (11,1, 00)-

vulnerability of G respectively. Moreover, V, 1 ,(G) interpolates between V (G) and Vipax(G) in the
range ¢ € [1, o0].



A similar phenomenon occurs if we consider the network’s vulnerability is based in the concentration
of the geodesic structure throughout the network (see [3]), which can be introduced as
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for any g € [1, +00), where by is the betweenness of the link ¢ € E given by
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Another related concept of vulnerability was introduced in [16], where it was considered the node-based
multi-scale vulnerability of a complex network given for any g € [1, +00) as
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In these cases, if we take Y = {(i,7); i #j € X}, Z = E and we consider ¢2 : Y x Z — [0, 1]
defined for every i,j € X (i # j)and £ € E by
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then Vi 4(G) = Vi,1,4(G), while if we consider the same set Y, but now bay taking Z = X and
Y3 Y x Z — [0, 1] given for every i, j,v € X (i # j) by
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then Vx 4(G) = Vi, 1,4(G) for every g € [1,+00) (see [17]).

It is pointed out in the literature that the last two vulnerability functions are correlated (see [16]), but by
using this unified approach, the following result can be proven (see [17]):

Theorem 2 Let G = (X, E) be a network with n nodes and m links. If 1 < q < oo, then
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Other examples, such as the bottleneck type vulnerabilities are particular cases of (1, p, q) -vulnerability
functions and this new framework help to show new correlations and interpolations between different
approaches. For example, it can be proven that Vi, ,, .(G) < Vi, 1, (G), forall 1 < p,q < oo and
similar results occur for the bottleneck type vulnerabilities (see [17]).
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